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Rationale

(Reasonably) known: High dependability
for safety-critical or availability-critical systems
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Avionics, railway signalling, Transaction processing,
nuclear control, etc. back-end servers, etc.

Continuous complexity growth
Large, networked, evolving, applications running on open systems, fixed or mobile,
i.e., ubiquitous systems
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Dependability gap between necessary trust for realistic Aml and operational statistics

Scalability of Dependability

In addition to rigorous functional design, provision of

Resilience for Survivability
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physical attacks mistakes
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Joint Programme of Activities
(JPA)
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Organisation

=" JPA - Workpackages

JSP - Joint Steering [ Steering-Operations —————— |
Programme Steering-Strategy WPQO: Integration

Management

JPI - Joint Programme, Integration Operations ———

of Integration - . . WP1: Resilience

Resilience Integration Technologies — . .
Integration Technologies
JPR - Joint Programme

of Research Resilience Scaling Technologies WP2: Resilience Building

Resilience Building Technologies and Scaling Technologies
JPES - Joint Programme Training WP3: Training and
of Excellence Spreading Dissemination Dissemination
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15" Workpackages and organisational entities
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2006

2007
|J FMAMJJASOND

JFMAMJJASOND

2008
|J FMAMJJ

ASONDl

||J I I I I I I |_I LI | | I Ij I
WPO - First open WPO - WPO - Final activity
workshop report Second and management
WPO - WPO - Periodic open reports
Project activity and WPO - Periodic workshop| | || WP1 - Knowledge
presentation| | | management WP1 - Support for | | | activity and report base, resilience-
WP3 - reports resilience- management explicit
Student Draft planning explicit reports [ ||computing, and
seminar for next 18 computing Draft planning for WP3 resilience ontology:
programme months approach: next 12 months Professoral ||| N2l
WP1 - first edition WP1 - Resilience ||| | seminar WP2 - Resilience
Mai Knowledge WP2 - From knowledge programme | | | scaling
ain base: resilience version 2 technologies:
deliverables validated building Resilience results and
WP2 - prototype technologies to ontology recommendations
Resilience WP3 - resilience _scaling WP3 - WP2 - WP3 - Resilient
building Dissemination te.ChnF)lOgleS: Dissemination: Resilience- computing
technologies: | | | programme directions actions and scaling curriculum
state of WP3 - Resilient programme technologies ||| Courseware
knowledge computing Best practice - interim Dissemination
curriculum draft document outline ||| status Best practice
Courseware document
outline Public participation
Summer school and awareness
programme raising
C T =
First Student ﬁzfv?lggkljlenary Summer Third Plenary Professoral | | Third Open
Main Plenary Seminar Meeting. first School Network Meeting, Seminar Workshop,
events Netwprk Open 9 second Open final Review
Meeting Workshop, first Wor_kshop, second
Review : Review e:-lsr
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1" Milestones 2006 |

JFMAMJJASONDlJ F M

WPO - Project

presentation (D1) WPO - Periodic activity

and management
WP3 - Student reports (D2-4)
seminar

programme (D14) Draft planning for next
18 months (D8)

Main WP1 - Knowledge

deliverables WP2 - Resilience base: validated
building prototype (D10)
technologies:

state of knowledge

WP3 - Dissemination
programme (in D2)

(D12)
_ First Plenary Student Second Plenary
Main Network Seminar Network Meeting, first
events Meeting Open Workshop, first
Review {7 mIST
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First year results

" Main Achievements

s State of Knowledge in Resilience-Building technologies
» Main body
= 5 parts (one per WG), 22 survey chapters

» 68 co-authors from all ReSIST partners (54 researchers, 14
doctorate students)

= Extensive review process, with emphasis on viewpoint of
scientists who are not specialists of the sub-disciplines covered

= A stepping stone in the process of integration
= Substantial surveys that will be useful for the community at large
» Appendices: Papers produced by ReSIST since January 2006




*» Prototype Resilience Knowledge Base

> A semantic web environment for effective access to a body of
knowledge on resilience concepts, methods and tools

» Current prototype: three classes of information, totaling 40 millions
basic facts

= Partners’ resilience data

» External sources including CORDIS, NSF, Citeseer, ACM
publications, RISKS

» Two ontologies: Dependability and Security, Systems concepts

> Information access enables relationships between entities to be
displayed in the form of Communities of Practice

> Prototype reviewed by all ReSIST partners, and updated in
response to feedback

ﬁ
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15" Significant events and advances

% Initial plenary meeting of the network (LAAS, 21-23 March), 101
ReSIST participants

% Student Seminar (San Miniato, Italy, 5-7 September), 32 Doctorate
Students and 15 Senior Members

s Personnel exchange for at least one month stays, 5 ReSIST members,
totalling 17 months of stay

¢ Co-advising of 4 doctorate theses.

* Production of 8 articles in scientific journals, and presentation of 52
communications (texts in proceedings)

*» Presentation of ReSIST at 11 national, European and international
events.

ﬁ
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=" Preparatory gound work

“Coming events, esp.
» Open Workshop
» Summer School, 24-28 September 2007, Porquerolles island

s Deliverables

» Research Agenda, From Resilience-Building to Resilience-
Scaling Technologies: Directions

» Resilience-Explicit Computing Approach
» Best Practice Document
» Curriculum in Resilient Computing

Open Workshop and Review

s Salient results of the first year of activity

» Selection of topics from the State of Knowledge
document, covering all five WGs

» Demonstration of the ontology-based resilience
knowledge base

I Comments, criticisms, and suggestions for future
investigation welcome and expected

¢ Invited talks by two distinguished and highly renowned
speakers

¢ Panel for presentation of resilience views by selected
European projects (DESEREC, ESFORS, HIDENETS,
SERENITY), and their comparison with ReSIST's views




About Resilience
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Material Child psychiatry Ecology Engineering Industrial
science and psychology l l safety
Robustness Living, developing Moving from Returning to Anticipating
and successfully a stability  a stable state  risk changes
elasticity when facing domain to after before damage

adversity another one perturbations occurrence

Behavior when
facing aldversity

Resilience
evolution

Tolerance of faults and adaptation
to evolutionary changes

. ~—
Fault tolerance Fault and evolution tolerance %slif

Computing systems and information infrastructures

=" Resilience: ability to deliver, maintain, improve service
when facing threats and evolutionary changes

t Accidental and L functionnal, environmental,
deliberate (esp. technological (hardware and software)
malicious) short term, e.g., dynamicity, mobility

medium term, e.g., new versions,
reconfigurations
long term, e.g., reorganisations

15" Failure: lack of adaptation to the (complexity of the) real world
/\

Natural phenomena Human-made features

1) Not (yet) a definition: evolutions " threats

2) = « Re-visit » of the basic concepts of dependability
=" Extension of underlying system life-cycle model I{ésm
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